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Di�ruption of Satellite-Ba�ed Signal�

BACKGROUND

Modern air traffic relie� heavily on the internal accuracy of aircraft �y�tem� and the aircraft'� ability to monit
or it� own reliability. In recent year�, �atellite-ba�ed Communication, Navigation and Surveillance (CNS) �erv
ice� have been taking a growing part in the overall ATM �y�tem and aircraft are becoming more reliant on �pa
ce-ba�ed �ignal�.

The accuracy achieved by the�e �ignal� enable� aircraft to perform in�trument procedure� without the need t
o rely on ground-ba�ed navigational aid�, facilitate� the reduction of �eparation by ATC, and help� optimizing 
air�pace capacity. Many aircraft navigation and warning �y�tem� rely heavily on accurate po�ition.

In recent year�, however, thou�and� of occurrence� of partial or complete lo�� of the�e �ignal� have been repo
rted by pilot� in different Region�, with interruption� generally th la�ting 10 to 20 minute�. Thi� very �eriou�
 concern wa� rai�ed la�t year at the 40 ICAO A��embly and ha� led to three IFALPA Safety Bulletin�:

• 19SAB04 - Lo�� of GPS �ignal at Guanajuato International Airport (MMLO) publi�hed 3 April 2019;

• 19SAB05 - Lo�� of GPS �ignal at Ben Gurion Airport, Tel Aviv, I�rael (LLBG) publi�hed 25 June 2019, warni
ng about GPS interference in TEL AVIV FIR, affecting LLBG. The phenomenon �pread afterward� to NICO
SIA FIR al�o and affected LCLK. GPS �ignal jamming and �poofing occur� al�o above Turkey, the Black Se
a, and other region� in the Middle Ea�t;

• 19SAB07 – GNSS Vulnerabilitie� publi�hed 18 July 2019.

REASONS FOR SIGNAL LOSS

Satellite �ignal� are by nature very weak when they arrive at the receiver. They are therefore vulnerable to in
terference, natural or artificial, intentional (including jamming and �poofing) or unintentional (malfunction�).

The Federation i� very concerned about the proliferation of interference capable equipment including portable e
lectronic device� (PED�), incorrectly operated GNSS repeater�, mi��-operated te�t equipment and the fore�eea
ble proliferation of �ophi�ticated �poofing device� in the future. Per�onal Privacy Device� (PPD�) for example,
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de�igned to make their u�er� ‘untraceable’ by jamming GNSS �ignal� around them, can al�o interfere with aircra
ft or airport Ground-Ba�ed Augmentation Sy�tem (GBAS) and ADS-B ground �tation� at clo�e di�tance.

In many ca�e�, en-route �ignal lo�� ha� been linked to military operation�. Though inve�tigation� cannot al
way� confirm that military activitie� are the cau�e� of the outage�, it remain� very likely for ca�e� near confli
ct zone�. The�e zone� are normally clo�ed to civilian traffic, which i� re-routed, but interference to CNS �er
vice� can extend far out�ide of the prohibited air�pace, particularly when high power jammer� are u�ed, impa
cting a very large volume of air�pace.

EFFECTS OF GNSS SIGNAL INTERFERENCE ON AIRCRAFT

The effect� of a degradation of the GNSS �ignal vary greatly. Satellite �ignal jamming i� not alway� identified by ai
rcraft �y�tem� and the crew, but can have a �eriou� effect on navigation �y�tem� accuracy and, in �ome ca�e�, r
�ult� in unu�ual �y�tem behaviour. For example, �ome aircraft type� have lo�t the enhanced function� of EGP
WS and have experienced Terrain Avoidance and Warning Sy�tem (TAWS) error� which triggered �udden, unwa
rranted warning�, including during in�trument approache�. Other aircraft lo�t their clock� and in �ome ca�e� 
of long-la�ting �ignal lo��, the clock� even �tarted moving backward�.

There i� al�o a danger that, a� fal�e warning� occur, genuine one� might be di�regarded, thu� �ubjecting aircraft 
to more �afety hazard�. Thi� might have a la�ting effect on the crew'� tru�t in the aircraft’� warning �y�tem�. A 
pilot receiving a fal�e warning due to �y�tem po�ition inaccuracy may be tempted to di�regard a �imilar, but 
real, warning later. Moreover, fal�e warning� increa�e pilot workload and might cau�e di�traction during criti
cal pha�e� of flight.

POSITION

IFALPA believe� that the following a�pect� �hould be addre��ed a� a matter of urgency:

• State� �hould e�tabli�h the nece��ary legal framework to act upon harmful GNSS interference� cau�ed by illeg
al tran�mitter�, jamming/�poofing device�, and other �ource� of electromagnetic radiation and avoid thei
r commerciali�ation, proliferation, and u�e.

• State� �hould a��e�� the interference ri�k� a��ociated with conflict zone� and con�ider that �atellite-ba�e
d CNS �y�tem� can potentially be impacted well beyond tho�e zone�. A civil military coordination �hould 
facilitate the �haring of relevant information with air�pace u�er� either during civil or military te�ting and/o
r other activitie�, or when flying in the vicinity of a conflict zone.

• � re�ilience mea�ure, fuel planning �hould take �ignal outage into con�ideration. Approach procedure� to de�ti
nation and alternate �hould not �olely depend on GNSS.

• GNSS �ignal interference (whether intentional or unintentional) can occur at any time, with or without p
rior notice. GNSS re�iliency �hould be improved through a combination of mea�ure� �uch a�:

• Independent network� ba�ed on ground and/or airborne component�.

• Appropriate interference protection, detection, mitigation, and reporting capabilitie� �uch a� Mul
ti-Mode Receiver� (GPS/GLONASS/Galileo…) for both the on-board equipment and the ground �egme
nt� of the �atellite-ba�ed �y�tem�.

• A review or development by ATS Unit� and Operator� of procedure� to mitigate �afety hazard� from GNSS �
ignal di�ruption�.
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©2021 The International Federation of Air Line Pilot�’ A��ociation�. Thi� publication i� provided for inform
ation purpo�e� only, in all ca�e� pilot� �hould follow their company’� guidance and procedure�. In the intere�t
 of flight �afety, reproduction of thi� publication in whole or in part i� encouraged. It may not be offered for �ale
 or u�ed commercially. All reprint� mu�t credit IFALPA.


