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Behavioural Detection a� a Security Mea�ure

Note: Thi� Briefing Leaflet �uper�ede� 16SECBL02 – Behavioural Detection a� a Security Mea�ure.

introduction

One of aviation �ecurity’� main challenge� i� to adapt to new threat� and develop new method� to mitigate them. 
There i� a wide con�en�u� on the need for ri�k-ba�ed �ecurity mea�ure�. In thi� context, new method� ideal
ly focu� on di�clo�ing dangerou� people in�tead of dangerou� object� regardle�� of who carrie� them. One pr
omi�ing technique i� Behavioural Detection, a method which work� in addition to exi�ting aviation �ecurity me
�ure�. It u�e� trained analy�t� in the airport environment to identify individual� who may repre�ent a threat. 
It focu�e� exclu�ively on a per�on’� intent and i� independent of any new product emerging a� a threat to aviatio
n �ecurity.

BAcKGround

Over the la�t decade�, State� have developed an array of �ecurity procedure� to prevent act� of unlawful interf
erence again�t civil aviation. Likewi�e, new technologie� have emerged: new generation metal detector�,
 explo�ive trace detection equipment, and the development of even more preci�e explo�ive detection �y�te
�. However, the�e �y�tem� remain very co�tly and time-con�uming when applied to all pa��enger�. Some of t
he mo�t efficient method� are applied to only a �election of per�on�, u�ually �elected at random. Along�ide �uch
�election, it i� al�o po��ible to apply a �y�tem ba�ed on analy�ing behaviour to categorize pa��enger�. Thi� allow� 
ba�eline mea�ure� to be applied to �ome pa��enger�, and additional mea�ure� to other�.

the technique

Behavioural Detection concentrate� exclu�ively on the ob�ervation of �pecific �u�piciou� behaviour which m
ay indicate a po��ible threat. The technique i� ba�ed on the premi�e that individual� attempting to evade �ecur
ity mea�ure� typically di�play �ign� of �u�piciou� behaviour compared to the behaviour of the legitimate travell
ing population. The technique can di�rupt and deter activitie� that are either pre-cur�or� to attack (e.g. ho�tile rec
onnai��ance or dry run�), or actual attack� on aircraft or airport.

Behavioural Detection can take variou� form� and be applied at variou� level�. It can include overt and cove
rt technique�, a� well a� engaging pa��enger� in �hort conver�ation� to re�olve concern�. The technique can b
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e performed by dedicated Behavioural Detection officer�, or by �elected airport or airline per�onnel who are 
properly trained to interact with pa��enger� in �uch a manner.
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Behavioural Detection technique� have been implemented �ucce��fully worldwide, for example by police forc
� and cu�tom� and immigration officer�. In a number of State�, they are al�o fully integrated into the airport �ec
urity chain.

AdvAntAGes/Benefits

Some advantage� of the technique� include:

• Identification of bad people and bad intent

• Proactivene�� rather than reactivene��

• Empha�i� on ri�k-ba�ed philo�ophy

• Enhancement of the unpredictability a�pect into the �ecurity mea�ure�

• ”Out of the box” thinking and ob�ervation�

• Efficiency and performance improvement of the �ecurity checkpoint

• Ability to ob�erve and intercept al�o land�ide threat�

• Introduction of more direct involvement by �ecurity �taff, proven to enhance motivation

importAnt Aspects

� with all new �ecurity mea�ure�, there are many important a�pect� to con�ider with the implementation of Beha
vioural Detection technique�. In particular:

• Terrori�t� and other individual� repre�enting a threat can come from a variety of background�. They can b
e of any nationality, age, �ex, race, religion, and �ocial background, and can even be fully integrated into th
e communitie� they live in. Behavioural Detection �hould therefore never involve any �ort of di�criminat
ion and only target behaviour.

• Behavioural Detection require� p�ychological �kill�, attention to detail, good �ocial interaction, and the a
ppropriate per�onality and mind�et. Per�onnel involved in Behavioural Detection �hould therefore be �electe
d u�ing �tringent �election procedure�. Their training �hould be regulated by the appropriate Authority, and 
there �hould be a common ba�eline and �tandard� for the training content�. The competency and motiv
ation of the per�onnel �hould be a��e��ed regularly. Re-current/ refre�her training �hould al�o be con�id
ered. A� part of the �ecurity per�onnel, con�ideration �hould al�o be given to the level of �ecurity cleara
nce that the per�onnel �hould hold.



ULUSLARARASI TEMSİL
IFALPA BELGESİ

TALPA · talpa.org arşivinden

• Behavioural Detection i� a ri�k-ba�ed philo�ophy where �ecurity mea�ure� are directed to where they ar
e mo�t needed. Therefore, implementation of Behavioural Detection ideally aim� at a more efficient allocatio
n of exi�ting �ecurity re�ource�, contrary to requiring more of them.

concLusion

Behavioural Detection i� an innovative and proactive approach to aviation �ecurity which ha� a lot of potential. Pro
vided that the above con�ideration�, and known advantage� and di�advantage� are taken into account, IFALPA w
elcome� the implementation of thi� new technique a� part of the airport �ecurity chain.

©2018 The International Federation of Air Line Pilot�’ A��ociation�. Thi� publication i� for your inform
ation only. In all ca�e�, pilot� �hould follow their company’� guidance and procedure�. In the intere�t of f
light �afety, reproduction in whole or in part i� encouraged. All reproduction� mu�t credit IFALPA. Thi� publi
cation may not be �old or u�ed commercially.
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